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Abstract

In e-banking, user authentication with mobile phones and special-purpose cryptographic tokens is a promising alternative to conventional approaches, such as digital signatures on a PC. Special-purpose tokens that do not have external connections avoid viruses transmitted via the Internet. Moreover, phones and tokens are mobile. The chapter assesses the potential of new technologies for user-authentication (verification of the user’s identity) on the basis of a practical test and an analysis of trust. The practical test comprises a password-generator, mobile phones with SMS, WAP, and 3G, and (conventional) PC-based authentication using digital signatures – all as used by a Danish e-bank. On the one hand, the test indicates that in some ways the hardware-based technologies are indeed easier to use. On the other hand, the trust analysis indicates that the secrecy of the new approaches may be a weakness, since there is no publicly available analysis of their security. The secrecy of the hardware-based technologies may be justified by the need to prevent various attacks, such as physically opening a password-generator to determine its secret key. A prerequisite for consumer trust in the hardware-based technologies may be the introduction of security evaluation methods which do not disclose the secret parts of the technologies to the public and which are conducted by public authorities or independent third parties.
Keywords: e-banking,  authentication, passwords, usability, usable security, trust.
INTRODUCTION
A dilemma is facing systems for web-based electronic banking (e-banking for short). E-banking must be secure and easy to use, but the two goals are in conflict. Passwords provide a illustration of the dilemma. On the one hand, a strong password such as x7h!t%C9 is less vulnerable to attack than a simple password such as a person name. On the other hand a strong password may be difficult to remember – so the user is tempted to write the password on paper attached to the computer screen. The dilemma of passwords is widely acknowledged (Morris & Thomson, 1979; Schultz et al., 2001). 
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Digital signatures provide much better security than passwords, but do not solve the basic conflict between security and ease of use. In their best practice recommendations, Claessens et al. (2002) noted that in principle, digital signatures is the most secure method for authentication, but when stored on a user’s PC, a signature file requires the user to protect the PC against intrusion from the Internet, which requires skills and time. Therefore special-purpose cryptographic hardware tokens were recommended as best practice.
Picture 1. The hardware tokens of the test: From left to right, a 3g mobile phone (Nokia 6680), a password generator (ActivCard), and a 2g mobile phone (Nokia 7650).

	Technology
	Two factor authentication

	
	A secret the user has
	A secret the user knows

	PC with signature file.
	A secret key stored in the signature file. 
	A password. The password is required for each use of the private key.

	ActivCard: Processor capable of cryptographic operations.
	A secret key stored on the ActivCard. 
	A PIN code. The PIN code is required each time the card is used to generate a password.

	GSM mobile phone: Processor on SIM-card is capable of cryptographic operations.
	A secret key stored on the SIM-card. 
	A PIN code. The PIN code is required when the phone is switched on. 


Table 1. Two-factor authentication with PC, ActivCard, and GSM mobile phones. If the e-bank trusts the mobile network operator, authentication to the network can serve as (partial) authentication to the bank.

A recent event in Denmark highlights the risks of storing digital signatures on Internet-connected computers. In 2004, a person stole 25,000 DKR (approximately 4,000 USD) from a private e-bank account in Nordea, which holds the second largest market share in Denmark. The attacker managed to transfer, via the Internet, a Trojan horse program to the account holder's computer. The program obtained the signature file and the password and transmitted them to the attacker's computer. The signature file was copied from the hard disk, and the password was intercepted when the user typed it on the keyboard. In this case, the attacker was caught easily, since he transferred money from the victim's account to his own (RB-Børsen, 2004).
E-banking is widely used in Denmark. In 2006, 83% of the population had access to the Internet from home, and in a given month, 56% of the population had logged on to a private e-banking account (Danmarks Statistik, 2005). Recently, several Danish banks have introduced alternatives to digital signatures. These are a password-generator called ActivCard and GSM mobile phones with SMS, WAP, or 3G (Short Message Service, Wireless Application Protocol, or 3rd Generation). This provided the opportunity to conduct the practical test reported in this chapter of the new technologies.
NEW TECHNOLOGIES FOR USER-AUTHENTICATION
Password generators and other new hardware-technologies for user authentication define a new generation of electronic banking, based on processors that are very small, yet powerful enough to conduct cryptographic operations in a fraction of a second. Such a processor is embedded in the ActivCard, a password generation with the size of a credit card, as well as in the SIM card of a GSM mobile phone. A related development is the introduction of chip-based credit cards. Visa, Master Card, and other credit card companies are currently deploying credit cards based on the EMV-standard, replacing the magnetic strip technology. The processor of an EMV-compliant credit card is capable of computing a digital signature (EMVCo, 2005).

The ActivCard, which is part of the test, has a small keyboard for input and a small display for output. It has no network connection facilities. The card is used as follows for authentication in e-banking: The user types a PIN-code to begin using the card. In response, the card displays a password. The user reads the password and types it into the browser. If the password is accepted by the e-bank, the user is authenticated. The ActivCard is marketed by the company ActivCard (see http://www.activcard.com). A related product is SecurID which is marketed by the company RSA (see http://www.rsa.com).

Previously introduced technologies for electronic banking include ATMs, phone banking, PC banking, and e-banking. In this terminology, PC banking is the sort of electronic banking that requires the user to install software from a CD or other physical medium, and use a modem to connect the user's computer directly to the bank. Advantages of e-banking over PC-banking is that the Internet is used for data transfer and download of software. This has a potential for simplifying deployment (by not requiring a physical medium for software distribution), reducing maintenance cost (for the bank), and providing the familiar browser user interface (to the user). The new generation which uses an independent token may be termed hardware-based authentication, and the contemporary approach of using a key stored in the PC may be termed software-based authentication. (The term may be an abuse of language, since each of the technologies is a combination of hardware and software.)
Table 1 above summarizes two-factor authentication for two hardware-based and one software-based technology. Two factor authentication is commonly recognized as good practice, see eg. Claessens et al. (2002). In Denmark, it is mandated by the Danish Bankers Association's industry code. One factor is a secret the user has. This is a key stored in hardware. The user invokes a cryptographic operation with the key, the result of which is sent to the authenticating authority, to prove that the user is in possession of the key. (Sometimes the key the user has is referred to as the possessed key.) The other factor is a secret the user knows. This is a PIN code or password of a limited length, so that it is feasible for the user to type the secret manually. A user may or may not be able to memorize the known secret. If not, the user should be careful not to defeat the purpose of two-factor authentication by keeping a piece of paper with the PIN code for an ActivCard in the same pocket as the ActivCard itself.
With regard to GSM mobile phones, two factor authentication is used to authenticate the user to the GSM network. Authentication establishes which user account to bill for phone calls, SMSs, and other services used. The mobile e-banking application in the test uses additional authentication (based on a secret the user knows). In addition to something the user has or knows, there are schemes for biometrical authentication, for example using fingerprints. These schemes, which are not part of the test, can be said to use something the user is. 
USABLE SECURITY IN E-BANKING
The security goals of the most relevance to e-banking are user-authentication (as discussed in the previous Section), confidentiality, and integrity. 
The significance of user-authentication is that the bank must be able to verify the identity of the user prior to completing transactions. User-authentication may be required already at logon, because the logged on user has access to account listings and other confidential information. Re-authenticating an already logged on user at transactions completion protects the user who has left the computer and forgotten to log out.
Confidentiality is the security goal of protecting transaction or account data communicated between the user and the bank from disclosure. 
Integrity is the goal that such data is not altered during transmission, for example that a change is not made to the account number of the recipient of a payment. For confidentiality and integrity, contemporary web-browsers implement the Secure Socket Layer (SSL) and similar protocols, so these goals can be attained by means of the existing Internet infra structure. Secure Sockets are used in both PC-based solutions in the test, as well as the mobile 3g solution.
Additional security goals are mutual authentication and non-repudiation. Mutual authentication is when both parties are authenticated, that is, not just the user but also the bank. Mutual authentication aims at protecting against attackers that set up a website which looks like the user’s e-bank. As with confidentiality and integrity, there is support for mutual authentication in current web browsers. Non-repudiation is when a user cannot deny having made a given transaction. Non-repudiation is provided by public key algorithms, where the user possesses a key (the so-called private key) which is not known to the other party (for example, the e-bank). The ability of public key-based systems to provide non-repudiation is the reason that they are, in principle, the most secure. In contrast, the known secrets stored on ActivCards and GSM phones (as well as credit card PIN-codes) are known to the other side, and so do not provide non-repudiation. 

Tamper-resistance is the ability of a token to hide the (possessed) secret stored on it to anyone who does not have the (known) secret used for access to the token, for example a  PIN-code. The scenario where tamper-resistance is relevant is when an attacker steals the token and subsequently applies various means, such as drilling, to gain access to the token’s memory. An example defense is for the token to be able to detect an attack, and in the event of an attack, delete the possessed secret (Kömmerling & Kuhn 1999).

Cryptographic tokens with external connections must be protected against attacks that use the connection. This is the equivalent of protecting a PC against viruses transmitted via the Internet, and applies to, among others, mobile phones with network facilities (for example Bluetooth) and chip-based credit cards (which can exchange data with a card terminal).
Usable security has been proposed as a concept for capturing usability of security-sensitive systems. Contributions to a better understanding of usable security include the set of characteristics proposed by Whitten and Tygar (1999) of such systems, including the weakest link property, the unmotivated user property, and the barn door property. The latter is the property that once a secret such as a private key has been compromised, then closing the barn door, e.g. setting up a firewall, does not restore security. One consequence of the barn door property is that typically, it is not feasible to learn a system by playing with it – security mechanisms must be turned on from start.
Whitten and Tygar (1999) suggest the following definition of usable security, against which the e-banking systems will be measured in this chapter: "Security-related software is usable if the people who are expected to use it -

1. are reliably made aware of the security tasks they need to perform;

2. are able to figure out how to successfully perform those tasks;

3. don’t make dangerous errors; and

4. are sufficiently comfortable with the interface to continue using it."

From the point of view of usable security, some e-banking systems based on software-based authentication are simply not satisfactory. Initialization may be quite complex, because the user must download and install software to generate a public and a private key. The initial phase may require the user to press "OK" to a number of messages that the ordinary user does not understand. Of course, it is an unsound habit to press such buttons blindly – indeed this will make the user's computer vulnerable to attacks via the Internet. For the user to act ‘reliably’ and not make ‘dangerous errors’, it would appear that the user needs more technical insight than one can reasonably expect. An analysis of this and other inherent weaknesses of software-based user authentication is reported in (Hertzum et al., 2004). 
In contrast, tokens for authentication which have no external connections have a potential for attaining usable security, because complex measures such as firewalls are not required to protect the possessed secret. Moreover, the new technologies offer mobility, because the user is not required to use a particular PC.
EVALUATION METHOD
The test covers the following ways of authenticating a user in e-banking:
1. PC with signature file (the ‘traditional’ approach).

2. ActivCard for use with a PC.

3. GSM mobile phone with SMS. Provides account listing.
4. GSM mobile phone with WAP (with a GPRS “generation 2.5” connection). Provides account listing and money transfer among one’s own accounts.
5. GSM mobile phone with UMTS (ie. a 3rd generation GSM phone) in combination with an ActivCard. Provides money transfer to arbitrary accounts.
The five authentication methods were tested using e-banking accounts in Danske Bank, the largest Danish bank (www.danskebank.dk). The mobile solutions in the test (3-5) require that the user already has a PC-based solution (1-2).
The test covers the following five e-banking user tasks: Initialization (such as defining a PIN-code for the ActivCard), logon to the e-bank account, generating an account listing showing the most recent transaction, money transfer, and logoff. The test was carried out by the author as follows: For each task and each type of authentication, a table was constructed. The table recorded the information displayed by the system and the actions undertaken by the user/tester as the tasks were conducted. These se-called sequence tables are inspired by Beyer & Holtzblatt (1998). Following the practical test, the sequence tables were analyzed. To attain an approximate, quantitative measure of the complexity of the user interfaces, the following data was computed from the tables:
· Steps: the number of steps carried out by the user. A step is an action the user must perform, either typing a text or pressing a button (perhaps virtually with the mouse). Typing a string is typically followed by some indication of termination, say pressing the enter key or pressing a (graphical) OK-button. Such an act is counted as an additional step, if it is not required by convention in the context of the given user interface (the web or WAP browser, SMS user interface, etc.) Loading the URL of the e-bank counts as the first step in the logon task. 
· Codes: the number of codes the user must manage. A code is a string such as a password, PIN-code, or account number.
· Concepts: the number of concepts the system presents to the user. A concept is a security related term such as signature file, private key, etc. 
A similar method was used by the author and coauthors in (Hertzum et al., 2004) to evaluate software-based user authentication of e-banking solutions based mainly on digital signatures.

The PC in the test was equipped with the Windows XP operating system (with Service Pack 2) and the Internet Explorer web browser (version 6.0). The user account was granted administrator privileges, and the browser privacy level was set to medium. Java and other plugins to the browser were downloaded prior to the test, so that the browser complied with the requirements defined by the bank. The UMTS phone was a Nokia 6680, and the phone used for testing the WAP and SMS solutions was a Nokia 7650 using a GPRS connection (ie. GSM “generation 2.5”). The display is 176 x 206 pixels on both phones. There is some work in setting up the PC as indicated above, but this was not assessed in the test. Details about the test can be found in (Jørgensen, 2006).
TEST RESULTS: EASE OF USE
The test results are presented in two subsections. First, initialization of the two PC-based solutions is compared in detail. Initialization is important because the task may be overly complex with a signature file solution. Second, the overall performance of the five solutions is compared, especially with respect to daily use.
Initialization: The PC-Based Solutions
For the PC-based solutions, the main results with regards to ease of use is that initialization is the most easy with the new technology (the ActivCard). Table 2 below provides details about initialization of the two PC-based solutions.
	Complexity of initialization
	Signature file
	ActivCard

	Steps
	12
	6

	Codes
	4
	3

	Concepts
	8
	4


Table 2. Steps, codes, and concepts in initialization of the two PC-based user-authentication methods.
Steps: The signature file-solution requires more initialization steps than the ActivCard (12 vs. 6). The extra steps are due to a more cumbersome procedure for defining (and confirming) a new password and a path to the back-up copy of the signature file. With the ActivCard, although defining and confirming a new password is logically the same procedure as with the signature file, the ActivCard is pre-programmed to present the password definition dialog. Therefore the ActivCard variant of the password initialization procedure is more direct than with the signature file, where there is overhead involved in browsing to the proper window, as reflected in the higher number of steps. This may reflect that the ActivCard is a special-purpose token, while the browser is a generic tool.
Codes: Both solutions require the user to manage a user ID and an initial and user-defined password. In addition to these three codes, we count the path to the back up signature file as a fourth code. In return for dealing with the backup file path, the user of the signature file solution does get some useful functionality. In particular, the user may create a backup on an external medium such as a USB stick, which can then be inserted into a different PC, providing some of the mobility of the ActivCard.
Concepts: Finally, the number of security-related concepts presented to the user during initialization is also higher in the signature file case. The concepts presented to the user include the names of the four codes and a set of concepts, such as ‘secure connection’, displayed in the pop-up browser windows shown in Figures 1-2 below. The browser messages indicate another aspect of the trade-off involved in using a standardized tool (the browser), namely that the e-banking system is unable to control the warning messages, some of which may be difficult to understand (in particular the message in Figure 2). The ActivCard is initialized without using the browser so the user avoids the browser messages altogether. (The ActivCard user is confronted with the messages during the logon task, though, as discussed below.)
[image: image3.jpg]


Figure 1. A browser message signaling the initiation of a secure socket connection, and shown for the first time to the user during signature file initialization. The message contains the concepts ‘secure connection’ and ‘site’.
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Figure 2. A browser message signaling the loading of a web page listed by the user as a trusted site. The browser allows programs from trusted sites to be downloaded and executed. 
Interestingly, the concepts presented to the user during initialization of the signature file solution does not include concepts related to public key cryptography. A previous test by Hertzum et al. (2004) of Danske Bank and five other e-banking solutions reported that all signature file-based banks would mention concepts such as ‘private key’, or merely ‘key’. Now, in Danske Bank’s contemporary solution, the signature file is referred to as a ‘User ID’. The fact that the system is based on public key cryptography is explained to the user in additional online help files, but not in the initialization dialog. Also, the downloading and execution of a program to generate the keys is transparent to the user. To the author, this radical approach to simplifying an interface to a cryptography-based system appears to be successful. The simplification may be seen as legitimate as long as the additional help files explain the matter, and also provide relevant instructions for protecting the ‘User ID’ (ie. signature file), namely by using an anti virus program, a firewall, and regular software updates.

All in all, while both PC-based solutions are relatively easy to initialize, the ActivCard is markedly easier than the signature file solution. This holds despite the fact the ActivCard is reminiscent of PC-banking, in the sense that deployment involves sending a token to the user (recall that in PC-banking, the software is distributed on a physical medium.) The special-purpose cryptographic token outperforms the generic, web based solution when it comes to initialization, because the generic solution requires more user involvement in the process.
Daily Use: PC-Based And Mobile Solutions
Table 3 below gives an overview of the five tasks in the test by listing the number of steps in each task for all five access methods. On the basis of Table 3, firstly the two PC-based solutions are compared (listed as solutions 1 and 2 in above), and secondly the mobile technologies are discussed (solutions 3-5).
	Technology for user authentication
	Initiali-zation
	Logon
	Account listing
	Money transfer
	Log off

	PC-based
	Signature file
	12
	7
	3
	6 + payment details
	2

	
	ActivCard (PC)
	6
	12
	3
	10 + payment details
	2

	Mobile phone based
	SMS
	0
	n/a
	3
	n/a
	n/a

	
	WAP
	0
	2
	6
	4 + payment details
	1

	
	3G (ActivCard)
	0
	7
	6
	10 + payment details
	1


Table 3. Number of user steps required for the five e-banking tasks in the test 
PC-based solutions: With the signature file solution, the ordinary tasks such as logon and money transfer require only a few navigation steps in the browser and typing a password (the known secret). In comparison, the ActivCard is somewhat cumbersome. Logon and money transfer each require that the card is activated with the PIN code and a password is read and typed in a the browser field. In the author’s opinion, the difference with respect to convenience is significant. It is even greater if the user must conduct several payments. There is a facility for bundling of payments, so that a set of payments can be confirmed with a single use of the ActivCard. This is attractive for the ActivCard user, while for the user of the signature file, signing the individual transaction is so simple that bundling does not even appear to be a significant time saver. Account listing is the same in the two PC-based solutions, because when the user is already logged on, account listing does not require authentication, and the web pages are the same for the PC-based solutions except for authentication. Also, the browser messages shown in Figures 1-2 are displayed at logon with both PC-based solutions, and contribute to the number of steps because the user must press the OK and Yes buttons.
Mobile solutions: A general observation about the mobile technologies is that they are not more difficult to use than the PC-based solutions. The various tasks require about the same number of steps (except for account listing). One might suspect that navigation would be cumbersome because the displays have room for only a limited number of links, but this was not the case. On the contrary, navigation is convenient, and there is some relief in working with the simplified pages, where one is not distracted by various advertisements for additional banking services and financial and other news. The graphical design of the 3g and WAP solutions consists of simple pages with text and a few miniature icons, all directly related to the e-banking tasks.
Technically, the WAP and 3g solutions are similar in the sense that the user interacts with the bank’s web server via the mobile phone’s browser. They are different in the sense that the 3g solution uses HTML and scripting languages understood by conventional web browsers, while WAP has its own set of markup and scripting languages. WAP (Wireless Application Protocol) is tailored for mobile phones, in particular their display and keyboard (WAP, 2000). In the test of the WAP solution, only a single instance of mobile-tailoring was observed, namely using a key (the ‘back’ or rightmost navigation key) as a shortcut to an account overview page. 
In the detailed evaluation of the mobile solutions, the features provided by each method should be taken into account:
· Detailed evaluation of SMS-solution: SMS (Short Message Service) allows for sending text messages from one mobile phone to another. The SMS access method in the test provides only a single feature: account listing. It is implemented by means of two SMS messages: A request sent by the user, and a reply sent by the e-bank. There is no session to log on to (or out of) and no initialization. To list account data, the user activates the phone’s ordinary SMS interface, and sends an SMS message to the bank’s SMS number, supplying the account number and a service code. Within a few seconds, the user receives a balance and a summary of the three most recent transactions. Viewing the full listing requires some scrolling through the SMS message as shown on the phone’s display. Of the five access methods, SMS is the quickest way of getting an account balance. The SMS solution may be convenient in scenarios such as traveling or shopping, where a PC may not be available as a means of verifying, say, that the balance is positive. Thus it may be a useful add-on to an ordinary PC-based access method. The SMS service does introduce a security weakness, however. The service code is a generic, 4 digit number, and the SMS service is available between any account subscribing to the service and any (SMS enabled) phone. Thus there is no user authentication.  Therefore, the service violates confidentiality of account information (see the listing of security goals above).
· Detailed evaluation of  WAP-solution. The WAP access method in the test provides account listing and money transfer, restricted to transfers among the account holder’s own accounts. There is no session concept. Thus, the two steps listed in Table 3 for logon merely represent browsing to the appropriate URL. Account listing and money transfer is by supplying the same information as in the SMS case. Since there is no session concept, the information (including account number) must be supplied in each task, so account listing requires more steps (6) than in the PC-based solutions (3). Similarly to the SMS case, overall usage is convenient, reflecting lack of proper user authentication. In fact, the WAP service introduces the same security weakness as with SMS, and moreover a new risk that transfers are abused also. As long as money transfers are restricted, the risk is limited, but because of the limited functionality it is difficult to see a significant advantage of the WAP solution over the SMS solution.
· Detailed evaluation of 3g-solution. The 3g solution provides features for conducting all five tasks in the test. User authentication is by means of an ActivCard, and takes place at logon and transaction confirmation. Table 3 lists 0 steps for initialization, which assumes the user already has an initialized ActivCard. Logon requires more steps (7) than with WAP, and this is because the user is authenticated with the ActivCard. The most striking difference between PC and mobile based ActivCard is in logon. Logon is simpler with 3g mainly because the mobile web browser does not display warning messages such as those in Figure 1 and 2. This is convenient, but reflects that the mobile browser, though providing secure sockets, is not configured to issue such warnings. This is permissible from the point of view of security if one assumes that the mobile phone is less vulnerable to attacks from the Internet. On the one hand, this assumption would seem to require that mobile web browsing remains a marginal phenomenon. On the other hand, as long as one of the user’s secrets is stored on an independent token (the ActivCard), the issue of protecting the Internet-connected phone (or PC) is less critical. Although not part of the formal test, it may be noted that the 3g solution does not provide features for ‘bookmarking’ frequently used account numbers. Such a feature is possible even given the limited display size, and would enhance usefulness. 
The test results are summarized in Table 4 below. Among the new hardware-based technologies, the PC-based ActivCard solution may seem to perform best, but it is not clear that it outperforms the ‘traditional’ signature-based method. Since typing account numbers etc. on a mobile keyboard is cumbersome, mobile technologies are perhaps best viewed as optional supplements to PC-based access, and then perhaps the simple account listing features of SMS (and WAP) are of the most interest.
	Technology for user authentication
	Main advantage
	Main disadvantage

	PC-based
	Signature file
	Simple authentication at logon and money transfer. 
	Requires firewall and other protective measures.

	
	ActivCard (PC)
	Firewall and other protective measures not required.
	Execution of ordinary tasks is less convenient.

	Mobile phone based
	SMS
	The simplest way of obtaining an account listing.
	No proper user authentication

	
	WAP
	The ability to conduct (restricted) money transfer. (Not significant.)
	No proper user authentication

	
	3G (ActivCard)
	Supports all tasks in the test.
	Typing of account numbers is cumbersome, especially without ‘bookmarking’.


Table 4. Summary of advantages and disadvantages of the five technologies, based on the practical test and the security assessments made above.
TRUST ANALYSIS
Assessing the usable security of the new hardware-based technologies requires the examination of issues related to trust. This includes the issue of trusting a technology based on mechanisms that are not publicly available (for example for tamper resistance of a token), and trusting another organization’s procedures (for example about access to sensitive information by network operator employees). This may be of relevance in evaluating the ActivCard as used in the test, and in evaluating the feasibility of some obvious improvements to the SMS and WAP solutions which are indicated below.
ActivCard. A user who has lost an ActivCard should trust that the card can not be used without the user-defined PIN code – this is the rationale of two-factor authentication (see Table 1 above). The mechanisms used in the ActivCard to attain some degree of tamper-resistance are kept secret. In practice, many tamper resistant designs have been broken, although frequently only by means of expensive equipment (Kömmerling & Kuhn 1999). Keeping the design of a tampering resistance mechanism secret is likely to make tampering more difficult, but also makes it difficult to trust the mechanism.

SMS: Account listing as provided by the SMS solution in the test violates confidentiality, as discussed above. An obvious improvement is for the account holder to register a particular phone number with the SMS service. Then the confidential information would be sent only to the user as authenticated by the GSM network. This raises the issue of the trustworthiness of GSM user authentication. The issue also arises where SMS is used for micro-payments, such as purchasing train tickets (Mallat et al., 2004). User authentication in GSM relies on the security provided by the SIM card (as sketched in Table 1 above). Previously, the SIM cards deployed by most operators of 2g networks used an algorithm called Comp128-1 which was originally kept secret. When the algorithm eventually became publicly known, it was subjected to public analysis and deemed insecure (see e.g. Schiller, 2000). For a party such as a bank it is difficult or impossible to establish, given a user that sends an SMS request to the e-bank, by what method the user has been authenticated to the GSM network – by the old insecure method or a newer, more secure method. However, for SMS access to e-banking, the degree of security provided by SIM card authentication may be acceptable as long as the security goal is merely that of confidentiality of account listing information. 

WAP: An obvious improvement of the WAP solution in the test is to allow money transfer to arbitrary accounts, so that the WAP solution would provide the same full set of features as the 3g solution. This would be of interest because WAP is available on 2g and “2.5g” (GPRS) networks, and is more adaptable to the specific characteristics of mobile phones (as discussed in the previous section). For security, the WAP protocol provides secure socket connections (WAP Forum 2000). However, a trust issue arises between the e-banking parties (the user and the bank) on the one side, and the network operator on the other side. The secure connections provided by WAP are such that messages are not encrypted while passing through the WAP-gateway. The gateway links the mobile network to the ordinary Internet. The gateway is normally under the control of the network operator, so in theory, data may be disclosed to and modified by employees at the operator, or rather, by software operating under their control. This would violate confidentially and integrity, of course. The dependency on the network operator is avoided by WAP version 2.0, however the most widely deployed version of WAP is 1.2.1, which has the problem. Some financial institutions that provide WAP-services use another workaround: they operate their own WAP-gateway. This may incur extra maintenance costs for the e-bank; moreover it may cause inconvenience to the user of multiple WAP-services, because if each service uses its own gateway, the phone’s WAP-settings must be changed frequently. These weaknesses of WAP may have contributed to the failure of WAP to be widely used in security-sensitive applications, as discussed by Juul & Jørgensen (2003). 

Table 5 below summarizes the trust issues raised by the three technologies.

	Technology
	Trust issue

	ActivCard
	Trusting a secret tamper-resistant token design

	SMS
	Trusting an authentication mechanism used by a GSM network operator.

	WAP
	Trusting the internal procedures of a network operator running a WAP gateway.


Table 5. Trust issues related to the ActivCard (as tested) and  to WAP and SMS (pertaining to suggested improvements of  the solutions tested).
TRUST DISCUSSION
A common theme of the trust issues raised by the new technologies is the problem of trusting a third party: A third party’s secret tamper-resistant design, choice of GSM authentication algorithm, or internal procedures for employees’ access to a WAP gateway.
For the bank, the trust issues may add complexity to the task of providing a secure e-banking service, and convince customers and relevant authorities that the service is indeed secure. This is already difficult when no third party is involved. Ross Anderson (1994) gives examples of legal cases in the United Kingdom, where banks have accused an account holder of fraud, because of withdrawals that the customer denied having made. When the court demanded that the bank presented documentation, such as security manuals and audit reports, in order to prove that only the customer would have access to the relevant secrets, such as PIN codes, the bank would typically withdraw the case. It is clearly even more difficult to provide proof of proper organizational procedures when a third party’s organization is involved.

For the customer, the trust issues may raise concerns as well. Danish citizens tend to trust the security provided by Danish e-banks, as indicated by the high percentage of the population that uses e-banking (56% in a given month in 2006). Among those that have Internet access but never used it for e-banking or other types of e-business, less than a fifth indicate that security concerns are the main reason (Danmarks Statistik, 2006). It may be noted that these statistics reflect usage of the conventional Internet, including conventional e-banking such as the signature file solution evaluated in this study, so it may reflect the open, public culture of the Internet, with a tradition of open source and open standards (Schmidt & Werle, 1999). To attain confidentiality, authentication, and other relevant security goals, e-banking systems with software-based user authentication rely on publicly available protocols and algorithms such as SSL, Rijndael, and RSA. It is reasonable for customers and citizens to trust the security community’s consensus that nobody knows how to break these publicly available protocols and algorithms (Kaufman et al., 2002).
With regard to the technologies used by conventional e-banking systems there are even developments toward a higher degree of public insight. A notable example is the standardization of the Rijndael algorithm by a US government organization in 2001 (National Institute of Standards and Technology, 2001). The standardization organization invited candidate algorithms from independent experts, and organized an evaluation process where the proposed algorithms were subjected to public scrutiny by the international cryptology community. Rijndael supersedes the encryption algorithm DES, which was standardized in 1976 and has been widely used for encryption in the financial sector. Contrary to Rijndael’s open design, the design considerations underlying the DES algorithm were kept secret. This led to suspicion that the DES algorithm was designed to include certain weaknesses, for example to allow American intelligence agencies to intercept encrypted messages. Although the cryptology community now believe the suspicion was not justified (Kaufman et al., 2002), the development from DES to Rijndael does indicate that customers and business prefer a fully disclosed technology.
For the new hardware-based authentication technologies to rely on designs and procedures that are not public is a de-route from the openness of the Internet technologies underlying conventional e-banking. While the information technology industry has established its own practices of independent evaluation, such as those sketched above, the industry may also look to traditional, manufacturing industries for methods to evaluate products and services sold to the general public: 

In the airline industry, there is an established tradition of inspection of aircraft production and airline operation. For example, inspectors from FAA (the Federal Aviation Agency of the US) demand to be present at mandatory evacuation tests of commercial passenger aircraft, such as the test of Boeing’s latest passenger aircraft in 1994 (Sabbagh, 1995). This tradition may be among the factors behind the improvement by a factor of more than 30 in the passenger fatality rate from the 1950s to the 1990s (Savage, 1999). In the auto industry, crash tests are performed by independent institutions (such as The National Highway Traffic Safety Administration and Insurance Institute for Highway Safety in the US), and at least a segment of customers look to the results of the crash tests when making their purchasing decisions (Burns 1999). The aviation and auto industries have a history of increasing customer concerns over safety issues, and the practices developed in the industries may be of interest in addressing the trust issues associated with new technologies in e-banking.
CONCLUSION
A selection of hardware-based technologies for user authentication have been tested with a view to usable security. The most promising may be the password generator ActivCard as used with a PC (for daily use), and SMS-based access for occasional access to account listings. The 3g GSM phone also appears to be secure and (relatively) ease to use. The new technologies raise new issues of trust, due to inter-operation of the mobile and fixed networks (where WAP raises the issue of trusting a third party’s internal procedures), reusing GSM authentication (where SMS raises the issue of trusting a GSM operator’s authentication mechanism, which may be secret),  and tamper resistance (the design of which is typically secret). Traditions of independent inspection and review in mature industries such as the aviation and auto industries may be of interest in addressing these new trust issues.
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